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Abstract

This paper focuses on the possibility of stateljerEC) to enforce its interests in the cyberspace.
The conclusion is that this possibility is limitdxy specific borderless nature of this virtual
environment. However, states may use new meangabecvirtual borders and thus enforce their

laws via technology.
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Abstrakt

Prispivek se zabyva otazkou moznosti statu resp. ES pooeat své zajmy v kyberprostoru.
Zawr je, ze tato moznosti je na jednu stranu snizedavadu specifickych vlastnosti tohoto
virtualniho s¥ta. Staty vSak nejsou zcela bezbranné, protoZzendémffie jim nabizi nové

moznosti prosazovani prava.
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Introduction: real world vs. cyberspace

The natural existence of all human beings takesepia regular three-dimensional space and
time. This space is usually internally divided lyrders into smaller areas where states exercise
their exclusive powers. In this paper, this pladébe referred to as theéal world'. Every state

has the right to complete legislative, judicialdaxecutive control over the area of its territory
(specific part of theeal world), people. This power to control and regulate ifedgurisdiction

and it is a direct consequence of the sovereighéyery staté.

This paper is focused on law and its applicatiod enforcement irtyberspaceCyberspace is
usually defined as a computer network consisting wforldwide network of computer networks
that use the TCP/IP network protocols to facilitdega transmission and exchaigeis term
was originally coined by science fiction novelistiNdm Gibson in his story "Burning Chrome"
and popularized by his 1984 novel Neuromancer whemnas describedas a consensual
hallucination experienced daily by billions of legiate operators, in every nation, by children
being taught mathematical concepts... A graphicesgntation of data abstracted from banks of
every computer in the human system. Unthinkablepoaty. Lines of light ranged in the
nonspace of the mind, clusters and constellatidriata’ Cyberspace is usually associated only
with the Internet. However, such an approach isakably simplistic. The Internet is only a

medium, a material background which allows the cgbace to exist.

Unigque characteristics of cyberspace, cyberspacdate and law

Cyberspace has some qualities which make it uraaquaealso very different from the real world.
For example, cyberspace cannot be divided intoiqudait lots as the real world by simply
erecting borders. The space in cyberspace has ima@@nmon with the abstract, mathematical
meanings of the term than the real wdrketom the perspective of this paper this charastteris

important as it implies that the concept of terrédbty is not applicable in cyberspace. However,
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there are some “like borders” or “quasi nationadaa® in cyberspace but their functions are
different. They cannot fulfill the function of delitation of state's powers as the regular borders
do. They exist for the simple reason that cybemspalso needs a system of addressing and
localization to allow its users and computers tergate in it. For this purpose a system of IP
addresses and domain names (national and genasd)den created. However, none of them can
be used in order to delimit state powers like tbedbrs do with territory. For example, a top
level domain name .cz does not necessarily meanhisas an abstract part of cyberspace where

the Czech Republic exercises its exclusive rightsgowers.

Another important characteristic of cyberspacessibiquitous and immediate character. It is not
important where in the real world you are. Once gousomething in cyberspace, your behavior
has effects in the whole cyberspace and may hapadimanywhere in the real world almost

immediately.

These qualities of cyberspace have serious impatiielaw and its application and enforcement.
On one side, the state law is geographically detexth States have the power to wield authority
over all individuals in their territory. The ubiduiof cyberspace makes it easy for potential
violators to evade the authority of a certain statd easily break its laws from a territory which

is not under the authority of this particular state

To prevent such a situation, states may enact segreation which will be binding upon their
nationals abroad, as well as applying to othersfactconduct engaged in abroad and considered
prejudicial to the state. States can as well pagislhtion applicable to acts performed abroad by
foreigners’ Nevertheless, they are some strict limits whickehto be followed by every state.
States have to respect the authority of other sta® other words, suclextraterritorial
legislationmay not infringe upon the sovereignty of any ottate. And what is important is the
sovereignty of other states prevents the use okptoveffectively enforce such legislation out of

the territory of the state.

® for example geografical top level domain names
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The abovementioned implies that cyberspace has soheacteristic attributes which
necessitates changing or at least modifying thesrdesigned and developed for the real world to
be fully and effectively applicable in this new tuial reality. These traditional rules were
developed throughout ages and they more or lesplgowith the needs of our real world but
they might seem rather problematic if applied ibengpace. The main problem in respect to law
is that the global character of cyberspace causssany act done in cyberspace may possibly
impact other individuals or even states anywhet&énreal world. Since states enforce their laws
and are limited to their territory only, they canedfectively prevent others from infringing. It is
SO easy to move to a state with liberal regulaod conduct a business or other activities in
cyberspace from this state. The source of the igcis located in the real world outside of the
power of the first state but its protected genertrests (e.g. protection of consumers, personal

data protection) might be breached.

It may seem that states are absolutely unable fectefely regulate legal relations in the
cyberspace. Some cyber-utopian authors therefoed to proclaim that cyberspace is an
inherently unregulatable spat&his is, however and fortunately not the truthefiéhis no doubt
that the cyberspace is a space where law is presehthat the state can regulat lit.is the
technology and the “architecture” of the cyberspabéch affects its nature. The architecture is
determined by software code, which is malleable aperates through technology itself. As it
was said already, states may therefore encountercement difficulties while trying to limit or
prevent some malicious behavior in cyberspace. ightnbe difficult for the state and its
institutions (e.g. police) to track down online petrators — particularly those who disguise their
identities. There is also the possibility that dfender is from a different jurisdiction, rendegin
him away from the regulatory reach of the enforciggvernmerit as the extraterritorial

enforcement of law is not always possible and/tectiive.
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It may seem that the technology is the main sowfceroblem with the cyberspace and
sovereignty of states. It is the technology whickkes cyberspace global and ubiquitous. States
may seem unable to control cyberspace and unabenftarce their laws. It may seem that
cyberspace exist independently in states. The feutftowever different and none of this is the
truth. It was the state (USA) which has initiated tbirth” and existence of Internet (which is as
it was said already, the most important mediunwvatig cyberspace to exist). The predecessor of
the Internet, the network called ARPANET was depetb by the United States Department of
Defense Advanced Research Projects Agency. Thereaas to create a network resistant to
losses of part of connections between linked coergutvhich would provide military with
reliable mean of communication. The other reasos twaenable dislocated scientists to share
powerful computer®. It was therefore state who originally designed diieerspace through the

technology and who used the technology to create it

The technology is the key instrument for the stetech may enable them to regain lost positions
in cyberspace. States may not be capable of enfptheir laws directly against individuals who
are outside of such state’s personal and territprigsdiction. However, such state may use its
powers to change the technological background @fcifberspace. Using technology, state can
raise new “electronic” borders to enforce its iatgs and law. In fact, it is not that complicated t
develop them and implement them. There are alresales (usually those one who do not
respect human rights in their “western” conceptidkg an example of such border | would like
to mention thésolden Shield Projedby China (also known as the Great Firewall of @hiThis
system was started in 1998 and blocks content byemting IP addresses from being routed
through and consists of standard firewall and preswvers at the Internet gateways. The system
also selectively engages in DNS poisoning wheniquaatr sites are requesté€dAnother similar
system was developed by Saudi Arabia. Accordingh&information published by Reporters
Without Borders Saudi Arabia has created one ofwtbdd’s biggest Internet filtering system
which is blocking access to nearly 400,000 webpagéh the aim of "protecting citizens from

offensive content and content the violates theglas of Islam and the social norns."

19 see term Arpanet [cited on October 20, 2007] abéeél at http:/en.wikipedia.org/wiki/ARPANET
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Above mentioned examples clearly demonstrates ithiat possible for a state to defend and
enforce its laws and interests. Some commonly pasdive methods for censoring content (and
raising virtual borders) are:

— IP blocking - denying access to a certain IP address. Thisssaaccessible also all
websites hosted on the same server;

— DNS filtering and redirection - domain names are not resolved or the systenmnetu
incorrect IP addresses.

— URL filtering - Scan the requested Uniform Resource Loc@iftL) string for target
keywords regardless of the domain name specifiethenURL. This affects the HTTP
protocol.

— Packet filtering — which may terminate TCP packet transmissionscérgain number of
controversial keywords are detected.

— Web feed blocking- incoming URLs starting with the words "rss", ét&, or "blog" are
blocked?

| have marked the above mentioned methods as passies. There are also some other
technological means which may allow states to esfdheir interests and are of a different
nature. Instead of filtering or blocking the comnuation in the cyberspace, states may as well
use “pirate methods” in order to enforce theiriests. As an example of such active electronic
tool may serve the so calléénial-of-service attack(DoS attack which, if successful can make
the target computer resource unavailable to itsniéd user. However, using DoS attack a
state may easily infringe some other state’s sayetg The disadvantage of such a tool is that
not only targeted website but also other websitested on a same computer may become
unavailable. In my opinion, any “active” tool is agst non-interference principle and thus

against the international laiw.

13 this data were taken and simplified from

http://en.wikipedia.org/wiki/Internet_censorship _tihe People's_Republic_of Chir@r more information on
Great firewall of China and methods of censorshipsyberspace see also Empirical Analysis of Irgefiltering in
China, Jonathan Zittrain and Benjamin Edelman, Benk Center for Internet & Society, Harvard Law Sdho
[cited on October 20, 2007] available at http:/eylaw.harvard.eduffiltering/china/

14 see term Denial-of-service_attack [cited on Octdfle 2007] available at http://en.wikipedia.ordfilDenial-of-
service_attack

15 see Pikna Bohumil: Mezinarodni terorismus a b&zpst Evropské unie - pravni nahled. Linde Prah& 2A@BN:
80-7201-615-6, p. 42




EC, EU and the enforcement of their interests in ta cyberspace

Not only states but international organizations ngyto use any of the above-mentioned
methods to protect and enforce their interestslawd This might be the truth in matters which
fall under the scope of the European Communitiewels On the other side, | do not think that
there is at this moment any reason, justificatiod effective legal instrument which would allow
to adopt any of above mentioned measures in thewanéch fall within the scope of the second
pillar of the EU (Common and Foreign Security Pglior within the third pillar (Police and
Judicial Co-operation in Criminal Matters). Moreopable is that the EU will regulate the
cyberspace using traditional legislative measurnés morm of conduct. For example in the third
pillar of the European Union a general measure aeesady adopted which has an impact in
cyberspace - the Council Framework Decision of 113¢J2002 on the European arrest warrant
and the surrender procedures between member sthiels allows arresting and surrendering to

another Member state a person who has committedhauter-related crime.

As the trade is often realized in cyberspace agdlation of external trade falls within the scope
of exclusive competences of the European Commuthigylegal regulation of cyberspace is more
likely to happen in the area of external trade t&tpn. It is important to note, that in such case
the EC is bound by its obligations which it hagnternational (economic) law. Member states
have to respect these obligations as well (eveacéion which aim is to secure some political or

security interests in cyberspace can hinder tregnational trade).

The problem is that any measure adopted by EC bmish accordance with EC’s obligation
arising from the General agreement on trade inicgesvand/or General agreement on tariffs and
trade. To the best of my knowledge, such a sitodtas never happened yet, but there is already
an analogous case where such problem occurredade Blo. WT/DS285 United States —
Measures Affecting the Cross-Border Supply of Gamgoand Betting Services the United States
outlawed non-licensed on-line gambling operatedthfidntigua. In its request for establishment
or a panel at WTO Antigua and Barbuda claimed thattotal prohibition of gambling and

betting services offered from outside the Unitedt&t might conflict with the United States'



obligations under GATS and its Schedule of Spe@fitnmitments annexed to the GATS his
example clearly shows that international econorave tan seriously impact the states’ or EC’s

ability to enforce its laws in cyberspade.

Conclusion

As we can see, states are not as defend less @rspdre as it may seem. On the one side the
possibility to enforce their laws might be limitég the territorial character of the law. On the
other side, states may use their powers to eratbiali borders in cyberspace using the
technology. Thus, the technology can help themrtiept their interests and laws. However,
using technological means to enforce their intsresd state is allowed to infringe other state
sovereignty. States are also bound be their obdigatarising from their membership in
international organizations (WTO in particular).offr the view point of the EC and future

legislation concerning the cyberspace, these ltraita must be taken into the account as well.
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